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This paper proposes a potential application of quantum key distribution (QKD)
in multi-user networks. In modern networks, variety of multiple access technolo-
gies are used for multi-user access purposes. In this paper, we focus on a type of
widely used media access control (MAC) protocol—CSMA (Carrier-sense Multiple
Access), and analyse the use of carrier-sense multiple access with collision avoid-
ance (CSMA/CA) for the quantum key distribution in the network. The quantum key
generation is based on a successful experiment that implemented the quantum key
distribution by using the decoy-state method. The secret key generation rate as the
main indicator of the performance is given, including the relationship between it and
the number of stations in the network, and the relationship between the key genera-
tion rate and the transmission distance under the multiple access condition as well. In
addition, a multiple access quantum key distribution with channel detection protocol
is also proposed.
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1 INTRODUCTION
The communication security is becoming increasingly important since our world never needs to communicate as frequently
as it does today. Variety of cryptography algorithms are adopted in our communications to make sure that our messages and
information are secure. The traditional cryptography is based on the mathematical complexity, for example, the Rivest-Shamir-
Adleman’s (RSA) public-key cryptography. It is impossible to decrypt a cipher text which is encrypted by RSA algorithm in
reasonable time. However, with the development of quantum computing, particularly the Shor’s algorithm, which can crack the
keys generated by RSA in polynomial time1,2, the encryption will not be secure any longer. In this case, a completely different
percept of communications based on the laws of quantum mechanics is addressed, which is widely known as the quantum
communication. One type of quantum communications is quantum secure direct communication (QSDC), which transmits secret
messages directly over a quantum channel without the prior distribution of a key3. The other type of quantum communications,
also as the most maturely developed one, the quantum key distribution (QKD) has been exploited by many research groups
all over the world in last decades and it has been proved that QKD provides a promising security in communications4. On
the other hand, a plenty of experiments on QKD have been completed or are ongoing. Very recently, a long distance quantum
communication between outer space and the ground makes the distance of the QKD implementation be raised up to 1,200
kilometres via wireless channel by quantum communication satellite and ground stations5. In addition, the Beijing-Shanghai
Backbone Network in China, which is the QKD link spanning over 2,000 kilometres has also been put in use. This is the longest
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distance implemented the QKD around the world currently. In addition, plenty of applications of different types of QKD are
been researching and developing.
Since the first QKD protocol was proposed by Bennett and Brassard in 1984 (which is known as BB84 protocol)6, several
different quantum key distribution protocols had come up in last years. Some of them are based on the mode of quantum
comparing and mearsuring, such as the well known BB84 protocol, while some are based on the entanglement of quantum pairs,
such as the E91 protocol7 and BBM92 protocol8. All of these protocols are proved that the quantum key distribution based on
principles of quantum mechanics is theoretically secure4,9. However, due to imperfect devices in the QKD’s implementation,
there still can be some kinds of attack in this process. For instance, photon-number splitting (PNS) attacks, which use the
leaked photon sent by the transmitter to intercept the information10. For overcoming this issue, some of modified protocols are
addressed. Here, we focus on an experiment that successfully implemented a point-to-point secure quantum key distribution
over 200 km by using one of the modified QKD protocol—decoy state quantum key distribution, and we propose and design a
potential multiple users access network.
Our main contribution in this paper is to design a multi-user QKD network using random access protocol, and we analyse its
performance by utilising Markov chain mathematical model and the decoy state QKDmethod. The relationship between the key
generation rate, number of stations and transmission distance are obtained and demonstrated for the multiple access condition.
Part of this work was presented in a conference version11. In this journal version, we conduct more in-depth modeling analysis.
In addition, a new randommultiple access QKDwith channel detection protocol is proposed in this journal version. The channel
detection involves quantum gates and it can be used in both ideal channel and high-noise environment.
The rest of this paper is organised as follows. In section 2, we review the original BB84 protocol and the decoy state protocol,
which is used in real experiments. In section 3, a communication protocol designed for random access is reviewed. It is used for
the combination of our quantum key distribution and classical networks. In section 4, we analyse the suggested QKD network
and two relations that related to the secret key generation rate are given, while the new multiple access protocol with channel
detection for the QKD network is proposed. Finally, the conclusion is given in section 5.
2 DECOY STATE QUANTUM KEY DISTRIBUTION
The original BB84 protocol is the first quantum key distribution protocol. It was proposed by Bennett and Brassard in 19846.
The main idea of BB84 protocol can be described as follows:
1. The transmitter (Alice) generates a quantum bit (qubit) from 4 types of photon polarisation (vertical, horizontal, 45 degree
and -45 degree) randomly and sends it to the receiver (Bob), then the state of the qubit has been determined.
2. Bob receives the qubit andmeasures this qubit that Alice sent to him by using two types ofmeasuring basis (vertical-horizontal
and 45/-45 degree) randomly to decode the qubit. Since Bob’s measuring basis is chosen randomly, there is half chance to
use the wrong basis. It is obvious that there must be some incorrect measurements. The incorrect rate can be calculated as
50%(wrong basis) ∗ 50%(correct rate in wrong basis) = 25%.
3. Bob feeds back to Alice what type of measuring basis he used for each encoded qubit via the public channel which is the
classical channel and can be eavesdropped by the eavesdropper (Eve). Then, according to this public information, Alice is
able to know which bases are right and which are wrong from comparing with her own polarisation of photons she just sent.
4. Finally, Alice tells Bob which results of wrong basis need to be discarded via the public channel. The remained results Bob
measured are the final sifted results. These two remained sequences are all the same in both Alice’s and Bob’s sides, and the
same sequence is the generated secret key.
According to the description above, it is clear that even though Eve intercepts all the information from the public channel, she
needs to eavesdrop the quantum channel as well to get the whole information restored. However, if she did so, the state of the
transmitted photonwould be destroyed and this would result in that the error rate increases rapidly and becomesmuch higher than
the threshold, so that legal users in the communication are able to perceive its existance. Thus, benefitting from the no-cloning
theorem of quantum mechanics, the BB84 protocal can build an absolutely secure communication system theoretically.
In contrast to the principle’s simplicity, the implementation of QKD in real-life is really difficult. Since the BB84 protocol
requires exact single-photon as the quantum source, it can hardly achieve this requirement due to devices’ imperfection. Obvi-
ously, single photon cannot be splitted, but if the light that sent by the quantum source contains more than one photon, it is quite
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possible to make PNS attacks. That is, the eavesdropper can intercept one of photons in the light and make the rest of photons
pass to the receiver. Due to the high loss of the channel, the eavesdropper may not be found by pretending that the lost photon
is annihilated by the channel. This description is detailed in10.
Although there exists a lower bound of the key generation rate to make sure the QKD’s security in the environment with small
imperfections12, a modified protocol using decoy state provides better performance. The decoy state method was originally
addressed in 200310, and more detailed analyses are in13,14,15. The basic idea of the decoy state method is illustrated as follows.
Insert the decoy state pulse into the signal pulse sequence randomly and send it to the receiver. The average numbers of the
photon in the decoy state pulse and the signal pulse are different. Thus the counting rates (also called "yield" in some papers13)
of single-photon pulses and multi-photon pulses must be quite different. Because of these two kinds of pulses are the same
except the number of photons, Eve cannot distinguish the pulse she intercepted if it is the signal state or the decoy state. After
the quantum communication processing, whether there exists the PNS attack can be detected by comparing counting rates of
these two different pulses.
From the analysis of the decoy state method, the secure key generation rate is given by13:
R ≥ q{−Qf (E)H2(E) +Q1[1 −H2(e1)]}, (1)
where  represents the average number of photons in a pulse, q is a factor that represents the protocol’s efficiency, for example,
for BB84 protocol, this factor is 0.5 because of there is 50% chance that Alice and Bob use different measuring bases. Q is the
ratio of the number signal state detections to the total number of sent signal state pulses, which is also called the gain of the signal
state. In addition, Q1 is the gain of single-photon pulses, e1 is the error rate associated with single-photon pulses, E is signal
state quantum bit error (QBER),H2 is the binary Shannon entropywhich is given byH2(x) = −x log2(x)−(1−x) log2(1−x), and
f (E) is another factor that represents the error correction efficiency which is usually determined by the specific experiment13,14.
3 RANDOM ACCESS NETWORK
In data communication networks, there is a widely used method to access the shared channel for multiple users, which is associ-
ated with random access protocols. For instance, in the 802.11 standard, it adopts a fundamental mechanism called distributed
coordination function (DCF) to access the medium. This is a random access scheme and based on the carrier sense multiple
access with collision avoidance (CSMA/CA) protocol16. The CSMA/CA protocol is designed for the wireless local area network
(WLAN), but the basic mechanism is really able to be used on all types of shared channels. In this paper, we use this medium
access control (MAC) protocol for reference to analyse the performance of the multi-access QKD network.
Collisions that come from more than one signals sent by different stations at the same time cannot be detected on wireless
network. Thus, the CSMA/CA protocol is right for this kind of networks (collisions cannot be detected). The completed and
detailed information of the CSMA/CA protocol can be found in 802.11 standards. Here in this paper, we just focus on the
performance analysis.
In data communications, one of the most significant indicators of the performance is the throughput. However, in our work,
only the collision probability is expected. A valuable saturation throughput analysis is given in16. In this throughput analysis,
the probability that a station transmits in a randomly chosen slot time is given as
 =
2(1 − 2p)
(1 − 2p)(W + 1) + pW (1 − (2p)m)
, (2)
whereW is the backoff window,m is the maximum backoff stage which determines the maximum backoff window by CWmax =
2mW , and p is the conditional collision probability which means that this is the probability of a collision seen by a packet
being transmitted on the channel. Actually, the probability p depends on the probability of remaining station transmits a packet,
which is . Because p represents that in a time slot, when a station is transmitting a packet, at least one of the n − 1 remaining
stations is transmitting as well. With the assumption that each transmission "sees" the system in the same state (Markov chain
mathematical model, detailed in16), it gives the p as
p = 1 − (1 − )n−1. (3)
These two unknowns  and p of independent equations (2) and (3) can be solved by using numerical techniques.
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When the probability  has been achieved, consider another probability that there is at least one transmission in the considered
slot time, which is denoted by Ptr. Obviously it is
Ptr = 1 − (1 − )n. (4)
In addition, the probability that a successful transmission given by the probability that exactly one station transmits on the





Now all the definitions of different cases are obtained: with the probability 1 − Ptr, the time slot is empty; with the probability
PtrPs, there is a successful transmission; and with the probability Ptr(1 − Ps), the time slot contains a collision.
4 QKD IN RANDOM ACCESS NETWORK
4.1 Analysis of QKD with CSMA/CA Protocol
From 2005, many experiments have successfully performed the decoy state QKD17,18,19,20. The experiment in20 is a typical
experiment that implements the QKD over 200 km with photon polarisation transmitted by optical fiber cable by using a 3-state
decoy state protocol proposed by Wang21. All the specifications in this experiment are treated as assumptions in our work and
the data for simulation is from the result of this experiment.








Thus, states with average photon number 0,  and ′ (represent the vacuum pulses, signal pulses and decoy pulses separately)
are denoted by 0 (which is 0),  and ′, and corresponding number of counts are C0, C and C
′
. With another set of numbers,
N0, N and N ′, which are the pulse numbers of intensity 0,  and 
′ that Alice sent out, the counting rates of each different










Another concept or definition distinguished from the counting rate S(S0, S, S′) is the counting rates of vacuum pulses,





Particularly, the single-photon counting rate is important for the calculation. The relationship between these two types of counting
rate can be expressed by a set of equations which is detailed in20. Actually, the counting rate S and s are corresponding to the
concept of "Gain" and "Yield" in previous paper of the decoy state method theory13,14,15.
For simplifying the explanation, here we focus on the notation of signal states (the decoy states can be easily denoted by
adding the "prime"). Then the theoretical key generation rate is given directly here, as





This equation is based on Eq. (1) and proposed by Wang in his work14,21, where q and function H(⋅) have the same meanings
as Eq. (1), and Δ1 is the remaining bits in the sifted key that defined in
12. However, Eq. (6) is a theoretical value of the key
generation rate under the condition of that the QBER has been known. In the real experiment, the value of the QBER needs to
be estimated by using a part of the whole qubits. Therefore, the final key generation rate should be updated to
K = R ⋅ e, (7)







where L is the fraction of the count bits in signal states used for QBER tests, which is provided by the experiment; T is the
time the experiment lasts. C and S are the numbers of counts which come from the intensity  and the counting rate of pulses
of intensity . According to the previous talk in this paper, e includes all the necessary information for the calculation with the
data of the experiment. The useful data for the calculation from the experiment20 is listed in Table 1.
Suppose that this peer-to-peer QKD will be used in a channel shared network to satisfy multiple users’ access requirements,
see Fig. 1. In this network, we are trying to analyse the performance of QKD used by multiple users. Assume that there are finite
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TABLE 1 Specifications of the experiment.
Parameters Description Values
l Transmission distance. 200km
T The time lasts in the experi-
ment.
3089s
Detect Detection efficiency. 0.75
S0 Counting rate from vacuum
states.
1.3204 × 10−8
C0 Number of counts from vac-
uum pulses.
3263
s1 Single photon counting rate
from signal states.
1.2788 × 10−6
s′1 Single photon counting rate
from decoy states.
1.3707 × 10−6
C Number of counts from 
photons pulses.
449467




L Fraction of count bits in sig-
nal states.
0.1
L′ Fraction of count bits in
decoy states.
0.1
S Counting rate from signal
states.
9.0941 × 10−7
S′ Counting rate from decoy
states.
3.1223 × 10−7
 Average photon number of
signal states.
0.6
′ Average photon number of
decoy states.
0.2
EU QBERupper bound of signal
states.
0.0263
EU′ QBER upper bound of decoy
states.
0.6
E Tested (observed) QBER of
signal states.
0.0196
E′ Tested (observed) QBER of
decoy states.
0.0404
number of terminals in the network and connected each other by an ideal channel, so it is reasonable to assume there exists a
constant and independent collision probability of a packet transmitted by each stations. Thus from our previous talk, it can be
achieved that the secret key generation rate per user should be expressed as
KCSMA = KQKD ∗ P , (9)
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FIGURE 1 Topology of all optical fiber connected QKD network. The line is the logical classical channel, and the dash line is
the logical quantum channel. Usually, the channel will be multi-used since the quantum source is also the weak coherent light.
FIGURE 2 The average key generation rate (bits/s/user) with different numbers of stations for signal states.
where KQKD is the key generation rate of two-terminals QKD, P is the probability of a successful transmission. Combine the
QKD protocol that experiment used with the CSMA protocol, the secret key generation can be expressed as
KCSMA = KPtrPs, (10)
and the numerical result is shown as Fig. 2 and 3.
Follow this result, we will discuss the relationship between the key generation rate and the communication distance under
the multi-access condition. Even though some parameters are not given in the experiment20, the analysis is still able to be done






FIGURE 3 The average key generation rate (bits/s/user) with different numbers of stations for decoy states.









= s0 + 1 − e− (11)
and
E = E0s0 + edetector(1 − e−), (12)
where n is the photon numbers included in pulses, Sn is the counting rate of n-photon pulses, sn is the counting rate of n-photon
pulses from signal states,  is the transmission efficiency that depends on the transmittance and the detection efficiency Detect,
and edetector is the probability that a photon is detected by the imperfect detector. The parameters  and edetector can be calculated
by solving Eq. (11) and (12).
The parameter  affects most observed data in an experiment, such as the counting rate S and the QBER E. Meanwhile,  is
affected by the loss coefficient , which represents the light pulse attenuation with the increment of the distance. The relation
between them can be expressed as
 = 10−
l
10 ⋅ Detect, (13)
where l is the transmission distance in km and  is the loss coefficient in dB/km.
After calculating these parameters not given directly, the QBER E can be re-estimated by using Eq. (14), which is







= s0 + . (15)
According to the analysis above, it can be found that there exists a relationship among the transmission distance, the counting
rate and the QBER. As an extension of the experiment in20, the relationship between the transmission distance and the key
generation rate will be found by the above analysis as well. The numerical result is shown in Fig. 4.
4.2 Multiple Access QKD with Channel Detection Protocol
In classical communications, collision detection is easy to be implemented. By sending the ACK frame, it is also easy to deter-
mine if the channel busy or not as well. However, in quantum channels, collision detection is not as easy as in classical channels.
Maybe as knowledge and technology develop, multiple access QKD protocols with conflict detection are likely to be imple-
mented. For example, with the development of quantum computing, both the simulation of quantum information processing on
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FIGURE 4 Relationship between the transmission distance and the key generation rate. This is a calculated theoretical result
based on the experiment20 partly, since some estimated values instead of parameters not given in that experiment.
the classical platform22 and the information processing based on quantum resources23,24 indicate that it is potential to implement
quantum information processing. Therefore, in this paper, we propose a protocol to avoid collision by detecting the quantum
channel. This method can effectively reduce the collision probability in multi-user access, so that the secret key generation rate
can be improved.
4.2.1 Channel detection with Hadamard gate
Suppose that there is a quantum channel that can produce a Hadamard gate, then we can indicate whether the channel is
being occupied by setting the Hadamard gate in the channel or not. Channel detection means sending a qubit and receiving
measurement feedback. First, the transmitter sends a qubit. If the channel is idle, the Hadamard gate does not exist, then
the measurement feedback should be the same as the sent qubit. Otherwise, if the channel is busy, the sent qubit will pass a
Hadamard gate and according to Eq. (16), the measurement feedback should get the same or opposite state as the emmitted
qubit with the probability of approximately 50%.


















This process can be represented by Fig. 5.
Similarly, the same effect can be achieved by using Pauli-X gate to separate the busy state from the idle state of the channel.







Because from the equation
X |0⟩ = |1⟩ ,
X |1⟩ = |0⟩ ,
(19)
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FIGURE 5 The process of channel detection. When the channel is busy, the sent qubit will pass aHadamard gate and get the
measurement result of |0⟩ or |1⟩ with the probability of 50% separately.
it tells that no matter what qubit the transmitter sent, it always gets an opposite one if the channel is busy. However, in this
situation, only the transmitter knows what the qubit should be turned into. That means the determination will be done after the
transmitter received the result from the bus. This is not the case with aHadamard gate added. As long as 50% of the two states
exist, the channel can be determined to be occupied. It is relatively more flexible in protocol design with a Hadamard gate
adopted.
4.2.2 Channel detection with entangled quantum state
It is simple to use a Hadamard gate to determine the state of the quantum channel. However, when the channel noise is very
high, it will be not effective. For example, if the error rate is up to 50% in the quantum channel, when the channel is idle, the
measurement result is going to be 50% for |0⟩ and |1⟩ no matter what qubit is sent by the transmitter, which is the same as
applying a Hadamard gate. Therefore, in order to overcome this problem, we design another channel detection method that
involves an extra auxiliary qubit and entangled state.
For solving the problem of qubit flipping under the influence of channel noise, how to obtain constant output is what to be
focused on. That means the input-output |x⟩ → |y⟩ and |y⟩ → |y⟩ are needed, where x and y represent arbitrary 0 and 1
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and its quantum circuit representation is as Fig. 6 illustrates. The CNOT gate handles two input qubits, known as the control
FIGURE 6 CNOT gate.
qubit and target qubit, respectively. If the control qubit is set to |1⟩, then the target qubit is flipped, otherwise the target qubit is
left alone. Applying a CNOT gate on a two-qubit state can meet the requirement:
CNOT |0x⟩ = |0x⟩ ,
CNOT |1y⟩ = |1x⟩ .
(21)
From Eq. (21), we can see that the target qubit is always |x⟩ whatever the control qubit is when the state |0x⟩ and |1y⟩ is applied
on. Therefore, if the quantum state on the channel can be guaranteed to be |0x⟩ or |1y⟩ exactly, then applying a CNOT gate on
this state can ensure that the target qubit is always measured as |x⟩.
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As it is known, quantum gates are always reversible in quantum circuit model. This means that a quantum gate is always able
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It is clear that the matrix U is unitary since UU † = I . Apply this unitary transformation on different two-qubits states, we have:
U |00⟩ = 1
√
2
(|00⟩ + |11⟩), (23)
U |01⟩ = 1
√
2
(|01⟩ + |10⟩), (24)
U |10⟩ = 1
√
2
(|00⟩ − |11⟩), (25)
U |11⟩ = 1
√
2
(|01⟩ − |10⟩). (26)
If the transmitter selects one of the four two-qubits states to send as the channel detection state, the state will be turned into a
superposition of a pair of entangled qubits. Here, without loss of generality, we choose the initial state |00⟩ as an example. The
state that is sent to the bus is |00⟩ + |11⟩. Because of the entanglement, any of the qubit in the states flips will cause the other
one changes as well. This indicates that when the CNOT gate acts on the state on the bus, the state will always be:
CNOT (|00⟩ + |11⟩) = (|0⟩ + |1⟩) |0⟩ . (27)
This procedure can be depicted as Fig. 7. Finally, according to Eq. (27) and Fig. 7, when the target qubit is measured, the result
FIGURE 7 Quantum circuit of the channel detection process.
is always |0⟩. Therefore, by using this detection method, it can be determined that the channel is busy if all target qubits in the
sequence are measured the same as the transmitter sent. Otherwise, if the measurement results include the opposite of what the
transmitter sent, it means the channel is idle.
Since we have had the method to detect the channel, the protocol can be described as the workflow in Fig. 8 and the detail is
given as follows:
1. When a station starts to process QKD, the bus will set a CNOT gate on it. Suppose that it starts with an idle state.
2. If another transmitter also wants to process QKD, it has to check whether the channel is idle.
3. If the channel is busy, the station sets a random delay time , and after this period, it can try again; if there is no other
transmitters sending qubits, the station will start its own QKD process immediately while the bus will be set a CNOT gate
on it so that other transmitters will be blocked at the same time.
4. When the station completes the QKD process, it will remove the CNOT gate via some mechanics so that the channel can
be detected as idle by others.
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FIGURE 8 The workflow of multiple access QKDwith channel detection protocol. In the channel detection, there are three steps
which are: 1. send detection states; 2. measure these states; 3. give the feedback of the measurement result back to transmitter.
By repeating these steps, the QKD random multiple access can be efficiently implemented with the reduction of the probablity
of collision. The key rate can be obtained as the same as it is in the point-to-point QKD situation theoretically. Fig. 9 shows the
comparison between the key rate of CSMA/CA protocol and the multiple access QKD with channel detection protocol in terms
of distance variation.
In the simulation result, it shows that with the multiple access QKD with channel detection protocol, the key rate remains at
the same level as in the original experiment, since the mechanism of this protocol is to ensure that only one signal is transmitted
at the same time by means of channel detection, channel contention and blocking action. Simply put, this protocol increases the
successful transmission rate in the previous CSMA/CA protocol to 1, so in the analysis model adopted by16, the key rate can
reach the maximum value. However, the decrease of the key rate with the increase of distance is caused by the model of decoy
state QKD method.
5 CONCLUSION
Based on the theory of random access network and the successful experiment of the decoy state quantum key distribution,
a potential scheme of QKD random access network is proposed and the main performance of QKD—key generation rate is
analysed in this paper. Because of the difference between tha classical data packets and quantum source pulses, all the methods
rely on the physical implementation cannot be simply used in quantum communications except themethods of logical analysis. In
this paper, because of the method of the accessing refers to the classical communications, which is CSMA protocol, the quantum
secret key generation rate is related to the pulse transmitting, so that it is affected by the probability of successful transmissions
in the channel. The relationship between the quantum secret key generation rate and the number of stations on a shared channel
random access network is studied. Since most work on QKD tries to enhance the distance of quantum communications, the
relationship between the transmission distance and the secret key generation rate under the multi-access condition is considered
as well.
At last, a new protocol, which is random multiple access QKD with channel detection protocol, is also proposed in this paper.
We designed the protocol based on some assumptions and gave two methods to detect the channel. The one with Hadamard
gate is simple but only applicable to the case of low channel noise. The other one can be used in the high channel noise envi-
ronment. In reality, the noise model can be even more complex and there is a limitation of quantum decoherence. Therefore, the
implementation of this scheme is worthy of further study.
In conclusion, this paper puts forward our own views on how to better apply QKD to the network. We believe that with the
progress of the theory and technology, QKD can be effectively applied in people’s daily lives in the near future.
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FIGURE 9 Theoretical result of key rate comparison of CSMA/CA protocol and multiple access QKD with channel detection
protocol in distance variation.
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